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n addition to possible reputational harm and the 
loss of customer business, a company that sustains 
a cybersecurity breach also faces numerous liabil-
ity risk exposures. For example, dozens of lawsuits 
have been filed to date as a result of Target’s De-
cember 2013 announcement that customer infor-
mation it possessed was exposed by a data breach. 

These include putative class action lawsuits brought on be-
half of consumers who allege that their personal informa-
tion was compromised, as well as claims brought by banks 
alleging that they have incurred substantial costs, such as 
the costs associated with issuing new debit cards to their 
customers, as a result of the breach. Regulators, including 
the Federal Trade Commission and certain state attorneys 
general, have also launched investigations and enforcement 
actions could follow.

While the claims that result from a data breach have been 
asserted typically against the company that sustained the 
breach, some recently filed shareholder derivative lawsuits 
name the company’s directors and officers as individual de-
fendants. Generally speaking, these suits allege that the di-
rectors and officers engaged in corporate mismanagement 
and violated their fiduciary duties by failing to ensure that 
the company had adequate safeguards in place to protect 
customer information. The suits also allege that the direc-
tors and officers breached their fiduciary duties following 
the breach by failing to make sure that the company pro-
vided timely and adequate notice to the consumers whose 
personal information was compromised. As these lawsuits 
reflect, the actions of the board both before and after a cy-
bersecurity breach can give rise to a claim.

The cybersecurity derivative lawsuits brought against cor-
porate boards are still in their early stages and may be sub-
ject to a number of legal defenses, including the applica-
tion of the business judgment rule. These suits, however, 
demonstrate that corporate boards, including the boards of 
financial institutions, will be viewed as potential liability 
targets when a cybersecurity breach occurs. As a result, di-

rectors and officers should take action 
to protect their institutions and them-
selves from the liabilities that can re-
sult from a data breach.

There are many steps that the 
board of a financial institution 
should consider to limit the ex-
posure of their institution and 
themselves to cybersecurity risks. 
Of particular importance for those 
financial institutions that rely on 
third-party vendors to pro-
vide data services or secu-
rity is the implementation 
of measures to ensure 
that the vendors have 
adequate security in 
place to protect the in-
formation of the institu-
tion and its customers. 
In a speech delivered 
last month, the Comp-
troller of the Currency 
addressed this very is-
sue, stating that finan-
cial institutions should 
include in their vendor 
management program 
appropriate measures to 
assess the controls their 
vendors have in place.

Other measures that a board 
should consider to mitigate 
against a data breach and the risks as-
sociated with such a breach include:

• cybersecurity training and education for all directors 
and officers;
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• an understanding by the board 
members of the institution’s current 
cybersecurity practices and defen-
sive measures;
• how the institution’s cybersecu-
rity practices and defensive measures 
compare to the cybersecurity prac-
tices and defensive measures imple-
mented by its peers;
• an understanding of cybersecurity 
best practices and how they compare 

to the  institution’s practices;
• regular reporting 

and updates to the board 
regarding cybersecurity 
issues;
• the implementa-
tion of an action plan 
that will be executed in 
the event of a breach, 
including a plan to 
comply with all appli-
cable consumer notifi-
cation laws; and
• the maintenance 
of adequate insurance 
to cover the organi-
zation and its direc-
tors and officers in the 
event of a breach.    

In light of recent events, 
it is beyond certain that 

a data breach can lead to a 
multitude of liability risks for 

a financial institution, including 
potential lawsuits against the institution’s board of di-
rectors. While this introductory article cannot address 
all aspects of cybersecurity, and none of the measures 
discussed above can guarantee that a financial institu-

tion will be free from a cyberattack, financial institu-
tions and their boards can take a number of steps to 
decrease the risk that a data 
breach will occur, as well as 
limit the potential liability that 
may be faced in the event that a 
breach does occur.  
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